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DETAILED ACTION 
Election/Restrictions 

1 . Applicant's election without traverse of Group I in the reply filed on 30 April 2007 is 
acknowledged. 

Information Disclosure Statement 

2. The information disclosure statement filed 03 May 2001 fails to comply with the 
provisions of 37 CFR 1.97, 1.98 and MPEP § 609 because submitted copies of numerous cited 
references were provided in a foreign language. It has been placed in the application file, but the 
information referred to therein has not been considered as to the merits. Applicant is advised 
that the date of any re-submission of any item of information contained in this information 
disclosure statement or the submission of any missing element(s) will be the date of submission 
for purposes of determining compliance with the requirements based on the time of filing the 
statement, including all certification requirements for statements under 37 CFR 1.97(e). See 
MPEP § 609.05(a). 

3. The information disclosure statement filed 21 June 2001 fails to comply with the 
provisions of 37 CFR 1.97, 1.98 and MPEP § 609 because a foreign language translation has not 
been provided for the AT reference. It has been placed in the application file, but the 
information referred to therein has not been considered as to the merits. Applicant is advised 
that the date of any re-submission of any item of information contained in this information 
disclosure statement or the submission of any missing element(s) will be the date of submission 
for purposes of determining compliance with the requirements based on the time of filing the 
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statement, including all certification requirements for statements under 37 CFR 1.97(e). See 
MPEP § 609.05(a). 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

5. Claims 40, 66 are rejected under 35 U.S.C. 101 because the claimed invention is not 
supported by either a specific asserted utility or a well established utility. 

The claims include steps for transmitting identification data in an encrypted fashion and 
unencrypted fashion for comparison by the receiver. However, the claims fail to point out the 
problem being solved in these steps and subsequently the utility of the claimed process. 

6. Claims 40, 66 are also rejected under 35 U.S.C. 1 12, first paragraph. Specifically, since 
the claimed invention is not supported by either a specific asserted utility or a well established 
utility for the reasons set forth above, one skilled in the art clearly would not know how to use 
the claimed invention. 

7. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

. 8. Claims 4-8, 13, 17-21, 26, 30-34, 39, 43-47, 52, 56-60, 65, 69-73, 78, 82-86, 91, 95-99, 

104 are rejected under 35 U.S.C. 112, second paragraph, as-being indefinite for failing to 

particularly point out and distinctly claim the subject matter which applicant regards as the 

invention. 
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9. Claims 4, 17, 30, 43, 56, 69, 82, 95 recite, "means for adding signature data for checking 
illegal data and tampering to said contents key encrypted by said individual key and said 
identification information encrypted by said distribution key," which renders the claims 
indefinite because it is unclear where the signature data is added. 

10. Claim 5 recites the limitation "album contents data" in line 4. There is insufficient 
antecedent basis for this limitation in the claim. 

1 1 . Claim 6 recites the limitation "album key data" in line 6. There is insufficient antecedent 
basis for this limitation in the claim. 

12. Claim 6 recites the limitation "said contents keys" in line 6-7. There is insufficient 
antecedent basis for this limitation in the claim. 

13. Claim 6 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 

14. Claims 13, 27, 39, 52, 65, 78, 91, 104 recite, "another specific contents data of said...," 
which renders the claims indefinite because it is unclear to what £ said' is referring. 

15. Claim 18 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

16. Claim 19 recites the limitation "album key data" in line 5. There is insufficient 
antecedent basis for this limitation in the claim. 

17. Claim 19 recites the limitation "the contents keys" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 
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18. Claim 19 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 

19. Claim 31 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

20. Claim 32 recites the limitation "album key data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

21. Claim 32 recites the limitation "said contents keys" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

22. Claim 32 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 

23. Claim 44 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

24. Claim 45 recites the limitation "album key data" in line 5. There is insufficient 
antecedent basis for this limitation in the claim. 

25. Claim 45 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 
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26. Claim 57 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

27. Claim 58 recites the limitation "album key data" in line 5. There is insufficient 
antecedent basis for this limitation in the claim. 

28. Claim 58 recites the limitation "said contents keys" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

29. Claim 58 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 

30. Claim 70 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

3 1 . Claim 71 recites the limitation "album key data" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

32. Claim 71 recites the limitation "said contents keys" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

33. Claim 71 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 

34. Claim 83 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 
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35. Claim 84 recites the limitation "album key data" in line 5. There is insufficient 
antecedent basis for this limitation in the claim. 

36. Claim 84 recites the limitation "said contents keys" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

37. Claim 84 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added. 

38. Claim 96 recites the limitation "album contents data" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

39. Claim 97 recites the limitation "album key data" in line 6. There is insufficient 
antecedent basis for this limitation in the claim. 

40. Claim 97 recites the limitation "said contents keys" in line 6-7. There is insufficient 
antecedent basis for this limitation in the claim. 

41. Claim 97 recites, "adding a signature of said information sending apparatus adds said 
signature data to said contents key encrypted by said individual key and identification 
information encrypted by said distribution key respectively," which renders the claim indefinite 
because it is unclear where the signature is added, 

42. Claims 5-8, 18-21, 31-34, 44-47, 57-60, 70-73, 83-86, 96-99 include an if condition with 
no corresponding else condition. Therefore, the claims are indefinite. 

Claim Rejections - 35 USC §102 
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43. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b). by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

44. Claims 1-4, 14-17, 27, 29, 30, 40-43, 53-56, 66, 68, 69, 79-82, 92, 94, 95 are rejected 
under 35 U.S.C. 102(e) as being anticipated by Venkatesan, U.S. Patent No. 6,801,999. 
Referring to claims 1, 14, 16, 27, 29, 40, 53, 55, 66, 68, 79, 81 ; 92, 94, Venkatesan discloses a 
content protection system using watermarking wherein audio files are protected using embedded 
watermarks (Col. 10, lines 13-14, 23-26). The watermark includes a product identification value 
(PID) and a publisher (vendor) identification value (VID)(Figure 5, 520 & Col. 13, lines 26-30 & 
Col. 24, lines 31-33), which meets the limitation of information sending apparatus comprises 
means for adding said identification information to said contents data in order to make a 
comparison with said identification information encrypted by said distribution key. The publisher 
generates a license for the content to be protected that is distributed to the requesting client 
(Figure 5, 550). The license includes the PID and VID (Col. 24, lines 17-34) and is encrypted 
with the public key of the requesting client (Col. 30, lines 38-40), which meets the limitation of 
said information sending apparatus comprises means for holding identification information to 
identify said information sending apparatus encrypted by a distribution key unique to said 
information receiving apparatus. The watermarked content and license, are then distributed by 
the publisher to a requesting user, where the watermark content is downloaded to the client PC 
(Col. 14, lines 17-19, 37-40 & Figure 5), which meets the limitation of said information sending 
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apparatus comprises means for sending said identification information encrypted by said 
distribution key together with said contents data with said identification information added, and 
said information receiving apparatus comprises means for receiving said contents data with said 
identification added and said identification information encrypted by said distribution key. The 
client PC then decrypts the license using the secret key corresponding the public key (Col. 3 1 , 
lines 48-50), which meets the limitation of means for holding said distribution key, means for 
decrypting by said distribution key said identification information encrypted by the distribution 
key. When a user attempts to access the watermark content, a verifier compares the V1D and PID 
values contained in the header of the license to the actual VID and PID values extracted from the 
watermark embedded in the object to determine if identical matches exist between the actual and 
expected values of the PID, and between the actual and expected values of the VID (Col. 25, 
lines 6-12), which meets the limitation of means for comparing said identification information 
added to said contents data with said decrypted identification information. 

Referring to claims 2, 3, 15, 41, 42, 54, 80, Venkatesan discloses that the license contains 
rights used to enforce access restrictions to the content (Col. 26, lines 52-54), which meets the 
limitation of means for generating handling policies, that is, generating contents handling 
policies prescribing conditions for using said contents data and storing said identification 
information. The license can be included with the content filed (Figure 6, 607), which meets the 
limitation of said means for adding identification information adds said contents handling 
policies to said contents data, said means for adding identification information of said 
information sending apparatus directly adds said identification information to said contents data. 
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Referring to claims 4, 17, 30, 43, 56, 69, 82, 95, Venkatesan discloses that the content is 
encrypted with a symmetric encryption key (Figure 6 & Col. 31, lines 62-65), which meets the 
limitation of means for encrypting said contents data by a predetermined content key. The 
symmetric encryption key is included in the license (Col 31, lines 63-64) that is encrypted with 
the public key of the client PC (Col. 30, lines 38-40), which meets the limitation of means for 
encrypting said contents key by a predetermined individual key. The license also includes a 
digital signature (Col. 30, lines 29-38), which meets the limitation of means for adding signature 
data for checking illegal data tampering to said contents keys encrypted by said individual key 
and said identification information encrypted by said distribution key. The client PC verifies the 
signature in the license (Col. 31, lines 55-58), which meets the limitation of said information 
receiving apparatus comprises means for verifying said signature data. 

Claim Rejections - 35 USC §103 

45. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

46. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 
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47. Claims 5-13, 18-26, 28, 31-39, 44-52, 57-65, 67, 70-78, 83-91, 93, 96-104 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Venkatesan, U.S. Patent No. 6,801,999, in 
view of Downs, U.S. Patent No. 6,226,618. Referring to claims 5, 6, 18, 19. 31, 32, 44 r 46. 57. 
58, 70, 71 , 83, 84, 96, 97, Venkatesan discloses that the content is encrypted with a symmetric 
encryption key (Figure 6 & Col. 31, lines 62-65). The symmetric encryption key is included in 
the license (Col, 31, lines 63-64) that is encrypted with the public key of the client PC (Col. 30, 
lines 38-40). The license also includes a digital signature (Col. 30, lines 29-38), which meets the 
limitation of said means for adding a signature of said information sending apparatus adds said 
signature data to said contents data encrypted by said content key. The client PC verifies the 
signature in the license (Col. 31, lines 55-58), which meets the limitation of said means for 
verifying a signature of said information receiving apparatus verifies said signature data. 
Venkatesan does not specify that the content can include entire albums. Downs discloses that a 
content distribution system where the distributed content includes entire albums (Col. 81 , lines 
28-30). It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to provide entire albums in the content protection system of Venkatesan so that the 
end user of the client PC in Venkatesan would not have to individually purchase each song in the 
album when purchasing an entire album is desired. 

Referring to claims 7, 20, 33, 46, 59, 72, 85, 98, Venkatesan discloses that the license 
contains rights used to enforce access restrictions to the content (Col. 26, lines 52-54), which 
meets the limitation of means for generating handling policies, that is, generating contents 
handling policies prescribing conditions for using said contents data and storing said 
identification information. The license also includes a digital signature (Col. 30, lines 29-38). 
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which meets the limitation of said means for adding a signature of said information sending 
apparatus adds said signature data to said contents data handling policies. The client PC verifies 
the signature in the license (Col. 31, lines 55-58), which meets the limitation of said means for 
verify ing a signature of said information receiving apparatus verifies said signature data. 
Venkatesan does not specify that the content can include entire albums. Downs discloses that a 
content distribution system where the distributed content includes entire albums (Col. 81, lines 
28-30). It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to provide entire albums in the content protection system of Venkatesan so that the 
end user of the client PC in Venkatesan would not have to individually purchase each song in the 
album when purchasing an entire album is desired. 

Referring to claims 8, 1 1, 12, 21, 24, 25, 34, 37, 38, 47, 50, 51, 60, 63, 64, 73, 76, 77, 86, 
89, 90, 99, 102, 103, Venkatesan discloses that the content has corresponding price information 
(Figure 5, 540). Venkatesan does not disclose that the price information is digital signed and 
verified. It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to digital sign the price information so that the end user purchasing the content could 
verify that the price information originated from an authorized location (i.e. publisher) as taught 
by Downs (Col. 13, line 49 - Col. 14, line 17). Venkatesan discloses that the client PC verifies 
the signature in the license (Col. 31, lines 55-58), which meets the limitation of said means for 
verifying a signature of said information receiving apparatus verifies said signature data. 
Venkatesan does not specify that the content can include entire albums. Downs discloses that a 
content distribution system where the distributed content includes entire albums (Col. 81, lines 
28-30). It would have been obvious to one of ordinary skill in the art at the time the invention 
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was made to provide entire albums in the content protection system of Venkatesan so that the 
end user of the client PC in Venkatesan would not have to individually purchase each song in ihe 
album when purchasing an entire album is desired. 

Referring to claims 9, 22, 35, 48, 61, 74, 87, 100, Venkatesan discloses that the license 
contains rights used to enforce access restrictions to the content (Col. 26, lines 52-54), which 
meets the limitation of said means for generating handling policies of said information sending 
apparatus generates said contents handling policies storing signature verification information 
representing whether or not said signature data added to said contents data encrypted by said 
content key is verified. The client PC verifies the signature in the license (Col. 31, lines 55-58), 
which meets the limitation of said means for verifying a signature of said information receiving 
apparatus verifies said signature data added to said contents data encrypted by said content key 
only when instructed to verify said signature data added to said contents data encrypted by said 
content key based on said signature verification information stored in said contents handling 
policies. 

Referring to claims 10, 23, 36, 49, 62, 75, 88, 101, Venkatesan does not specify that the 
content can include entire albums. Downs discloses that a content distribution system where the 
distributed content includes entire albums (Col. 81, lines 28-30). It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to provide entire albums in the 
content protection system of Venkatesan so that the end user of the client PC in Venkatesan 
would not have to individually purchase each song in the album when purchasing an entire 
album is desired. 
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Referring to claims 13, 26, 39, 52, 65, 78, 91, 104, Venkatesan discloses that the license 
contains rights used to enforce access restrictions to the content (Col. 26, lines 52-54), which 
meets the limitation of said means for generating handling policies of said information sending 
apparatus generates said contents handling policies prescribing that another specific contents 
data of said may be acquired only when said specific contents data is acquired. 

Referring to claims 28, 67, 93, Venkatesan discloses that the user of the client PC 
conducts a transaction to purchase the content (Figure 5, 540). The user receives a license for the 
content containing rights used to enforce access restrictions to the content (Col. 26, lines 52-54), 
which meets the limitation of said means for receiving receives said contents data sent from said 
information sending apparatus and contents handling policies prescribing conditions for using 
said contents data added to the contents data and storing said identification information. When a 
user attempts to access the watermark content, a verifier compares the VID and PID values 
contained in the header of the license to the actual VID and PID values extracted from the 
watermark embedded in the object to determine if identical matches exist between the actual and 
expected values of the PID, and between the actual and expected values of the VID (Col. 25, 
lines 6-12), which meets the limitation of said means for comparing compares said identification 
information stored in said contents handling policies with said identification information that is 
decrypted. Venkatesan does not disclose that the purchasing of contents is performed subsequent 
to a positive comparison between identification information embedded in the content and 
identification information included in the content. Downs discloses a content distribution system 
wherein content usage restrictions are transmitted to the user upon purchase request but prior to 
actual completion of transactions (Col. 18-19, see steps 133-145). It would have been obvious to 
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one of ordinary skill in the art at the time the invention was made to transmit the access rights of 
Venkatesan in a different license, such as the transaction SC of Downs, prior to completion of 
the transaction for content and distribution of content license to the client PC, in order to provide 
the end user of the client PC the opportunity to review the actual rights afforded to them with 
respect to the content prior to purchasing the rights. 



48. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Benjamin E. Lanier whose telephone number is 571-272-3805. 
The examiner can normally be reached on M-Th 7:30am-5 :00pm, F 7:30am-4pm. 

Tf attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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